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SOUTH DAKOTA 

OFFICE OF HEARING EXAMINERS 

 

THERESA PESCE, 

 

                         Petitioner, 

 

v.  

 

MINNEHAHA COUNTY, South Dakota, 

 

 Respondent. 

 

)

)

)

)

)

)

)

)

) 

 

 

PRR 22-06 

 

 

 

MINNEHAHA COUNTY RESPONSE 

 

 

 

 

 

 

 Minnehaha County, by and through the undersigned Deputy State’s Attorney, hereby 

submits this Response to Notice of Request for Disclosure of Public Records dated May 11, 

2022:  

FACTS  

On March 9, 2022, Minnehaha County (County) received a request for records from 

Petitioner which sought:   

30 days Pre & Post the 2020 election cycle: DS850 Audit Logs from 1st 

event to last event for/while in possession of Minnehaha County Auditor, Election 

and any other office/official/worker/computer tech.   

 

The DS850 high-speed central scanner and vote tabulator is the proprietary product of 

Elections Systems & Software (ESS), a Delaware Limited Liability Company.  The County 

contracts with ESS to provide election related services, including ballot layout, coding and file 

services, as well as ballot printing services.  According to ESS’ public website, the DS850 is 

described as:  

the fastest central scanner in the election industry, capable of processing 

300 double-sided 14-inch ballots per minute. The system is typically used in a 
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central location as a scanner and tabulator for Election Day, absentee and early 

voting. The DS850 continuously scans and intelligently sorts ballots with its high-

speed digital image processing, saving election staff valuable time when 

tabulating results. 

 

Generally speaking, a voting system audit log is a record generated by the voting system 

which is typically a list of events that have occurred during the conduct of the election.  More 

simply stated, a voting system audit log is a record of “buttons pressed” and functions performed 

by the machine during a particular time.  Also, according to the ESS website: 

The DS850 generates a detailed audit log of all actions and events that 

have occurred on the unit, which can be printed at any time. Every action and 

event, including access attempts, access of system functions and errors, is logged 

and timestamped. 

 

After receiving the Petitioner’s request, the undersigned contacted a representative of 

ESS, Jared Schwab, to determine whether any of the information contained in the audit log 

would be proprietary.   See, email from Amy Folsom to Jared Schwab and Response attached as 

Exhibit 1.    The undersigned received a response from Mr. Schwab which included advice from 

ESS counsel, which stated, in part, that:  

[A]udit logs to the DS850 (hereinafter “Materials”) contain proprietary, 

confidential and trade secret information which derive potential independent 

economic value. The information is not readily ascertainable by proper means by 

competitors who could obtain economic value from its disclosure and is subject of 

reasonable efforts to maintain its secrecy. Additionally, the disclosure of the 

Materials should be exempt from disclosure under SDLRC Codified Law Section 

1-27-1.5 (3).  

In addition, the Materials should be protected from disclosure as the 

Materials contain sensitive information that if publicized could provide a 

roadmap to bad actors to attempt to compromise our systems.  The disclosure of 

the response could create a security risk to ES&S and to the County. Pursuant to 

42 U.S.C. §5195c(e), the United States Department of Homeland Security has 

designated election systems as part of the United States’ critical infrastructure, 

and the disclosure of the information would create a security risk to the critical 

infrastructure. Such a disclosure would compromise the security of the State’s 

https://linkprotect.cudasvc.com/url?a=https%3a%2f%2fsdlegislature.gov%2fStatutes%2fCodified_Laws%2fDisplayStatute.aspx%3fType%3dStatute%26Statute%3d1-27-1.5&c=E,1,wKqtUSEh0US_N945jAyDH8MYGCQK7qcviH_SNDKaYtHNuKzT74U6Ho1ql6JCDY_Q1AGrSn4zt6ZGqzUHA7pmjjzmYnot_ZyzaxbdalcQKLTy&typo=1
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devices and should be exempt from disclosure under SDLRC Codified Law 

Section 1-27-1.5 (8 & 9). 

 

Email from Jared Schwab to Amy Folsom, Exhibit 1.   

 

After receiving this email, and on advice of counsel, the Minnehaha County Auditor, Ben 

Kyte (Kyte), denied the request in writing on April 5, 2022, stating:  

This request is respectfully denied pursuant to SDCL 1-27-1.5 (3) and (8) 

as well as SDCL 27-1-1.6 (6) and 42 U.S.C. §5195(c)(e).  Audit logs to the DS850 

contain proprietary data, and confidential and trade secret information which 

derive potential independent economic value. The information is unique to the 

product and services of the vendor and is not readily ascertainable by proper 

means by competitors who could obtain economic value from its disclosure.  

 

Additionally, the disclosure of the audit logs could create a security risk to 

the vendor and to the County by compromising the protection of public property. 

Pursuant to federal law the United States Department of Homeland Security has 

designated election systems as part of the United States’ critical infrastructure, 

and the disclosure of the information could create a security risk to the critical 

infrastructure. 

 

 On May 11, 2022, Minnehaha County received notice of its duty to file a response to 

Petitioner’s Notice of Request for Disclosure of Public Records. 

 

APPLICABLE LAW AND ARGUMENT 

  The South Dakota Public Records Act of 2009,  provides in relevant part: 

Except as otherwise expressly provided by statute, all citizens of this state, and all 

other persons interested in the examination of the public records, as defined in § 

1–27–1.1, are hereby fully empowered and authorized to examine such public 

record, and make memoranda and abstracts therefrom during the hours the 

respective offices are open for the ordinary transaction of business and, unless 

federal copyright law otherwise provides, obtain copies of public records in 

accordance with this chapter. 

 

 Exceptions to disclosure, however, are well recognized.   Pursuant  to SDCL 1–27–1.1, the 

presumption of openness is qualified where “any other statute, ordinance, or rule expressly 

https://linkprotect.cudasvc.com/url?a=https%3a%2f%2fsdlegislature.gov%2fStatutes%2fCodified_Laws%2fDisplayStatute.aspx%3fType%3dStatute%26Statute%3d1-27-1.5&c=E,1,lwX1nsvAnmFPxW2PKAL6Z4w5V_2qspH6vo9IiwWe_F9wyX7u7o0NeoTfrr5GnY9gh3uN0547NHXUp9hZdAtp-qSG1R7glP0yTWI2xHc8IeE,&typo=1
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provides that particular information or records may not be made public….”  SDCL 1–27–1.1.  

Furthermore, SDCL 1-27-3 provides that “[s]ection 1-27-1 shall not apply to such records as are 

specifically enjoined to be held confidential or secret by the laws requiring them to be so kept.”  

SDCL 1-27-3.   

 Significantly for purposes of this matter,  SDCL 1-27-1.5(3) provides that “trade secrets” 

as well as and “other proprietary or commercial information which if released would infringe 

intellectual property rights, [or] give advantage to business competitors” are not open to 

inspection.  SDCL 1-27-1.5.  Similarly, SDCL 1-27-1.6 (6) protects from disclosure:  

(6)    Proprietary data, trade secrets, or other information that relates to: 

(a)    A vendor's unique methods of conducting business; 

(b)    Data unique to the product or services of the vendor; or 

(c)    Determining prices or rates to be charged for services, submitted by any 

vendor to any public body; 

 

SDCL 1-27-1.6 (6). 

 Additionally,  as cited by ESS counsel in the email, in January 2017 the Secretary of the 

Department of Homeland Security designed Election infrastructure as “critical infrastructure” as 

is contemplated by 42 USC §5195.  According to the Secretary’s release, this means that 

“election infrastructure becomes a priority within the National Infrastructure Protection Plan” 

and makes cybersecurity of election systems a “top priority.” See, 

https://www.dhs.gov/news/2017/01/06/statement-secretary-johnson-designation-election-

infrastructure-critical 

 Finally, although not cited by the County in its initial denial, SDCL 1-27-1.5 (24) 

provides the following:  

The following records are not subject to §§ 1-27-1, 1-27-1.1, 1-27-1.3, and § 1-27-1.23: 

https://sdlegislature.gov/Statutes/Codified_Laws/DisplayStatute.aspx?Type=Statute&Statute=1-27-1
https://www.dhs.gov/news/2017/01/06/statement-secretary-johnson-designation-election-infrastructure-critical
https://www.dhs.gov/news/2017/01/06/statement-secretary-johnson-designation-election-infrastructure-critical
https://sdlegislature.gov/Statutes/Codified_Laws/DisplayStatute.aspx?Type=Statute&Statute=1-27-1
https://sdlegislature.gov/Statutes/Codified_Laws/DisplayStatute.aspx?Type=Statute&Statute=1-27-1.1
https://sdlegislature.gov/Statutes/Codified_Laws/DisplayStatute.aspx?Type=Statute&Statute=1-27-1.3
https://sdlegislature.gov/Statutes/Codified_Laws/DisplayStatute.aspx?Type=Statute&Statute=1-27-1.23
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(24)    Internal agency record or information received by agencies that are not 

required to be filed with such agencies, if the records do not constitute final 

statistical or factual tabulations, final instructions to staff that affect the public, or 

final agency policy or determinations, or any completed state or federal audit and 

if the information is not otherwise public under other state law, including chapter 

15-15A and § 1-26-21; 

  

 The information received by Minnehaha County from ESS supports a conclusion that the 

record is not subject to disclosure under South Dakota law.  The Audit Log requested not only 

contains proprietary and unique data, but also, according to ESS, release of the log could 

compromise the cyber-integrity of the machine.  This is contrary to established National and 

State priorities.     

 Alternatively, the logs are internal agency records which are not required to be filed with 

the agency and do not constitute final statistical or factual tabulations; therefore, they are not 

public records under SDCL 1-27-1.5 (24).  See, Decision and Order, Office of Hearing 

Examiners, PRR 22-03, 5/17/2022.   

CONCLUSION 

For the foregoing reasons, Minnehaha County respectfully requests the Office of Hearing 

Examiners deny the Petitioner’s Request for Disclosure of Public Records. 

 Dated 19th  day of May, 2022. 

   

         

 

/s/  Amy Folsom 

Amy R. Folsom 

Deputy State’s Attorney 

Minnehaha County State’s Attorney Office 

415 N. Dakota Ave 

Sioux Falls, SD 57104 

Email: afolsom@minnehahacounty.org 

 

 

 

https://sdlegislature.gov/Statutes/Codified_Laws/DisplayStatute.aspx?Type=Statute&Statute=15-15A
https://sdlegislature.gov/Statutes/Codified_Laws/DisplayStatute.aspx?Type=Statute&Statute=1-26-21
mailto:afolsom@minnehahacounty.org
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CERTIFICATE OF SERVICE 

 

 Amy Folsom, Minnehaha County Deputy State’s Attorney, hereby certifies that a true 

and correct copy of the foregoing Response to Notice of Request for Disclosure of Public 

Records in the above-entitled matter was mailed to each party below: 

 

 

   

Dated this  19th day of May, 2022 

 

/s/ Amy Folsom 

     Amy Folsom  

     Deputy State’s Attorney 

     Minnehaha County 
 

 
THERESA PESCE 

26154 466TH AVE 

HARTFORD, SD 57033     

 

 

  
 


